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Spamming becomes a real problem which generates e reduction of employees
productivity and a degradation of bandwidth, representing a cost for
compagnies. Figures speak for themselves about 50% of today’'s e-mails are
spams.

To fight this global pest (the majority of spam come from outside europe). The
frenche compagny Archi.Net offers ingenious solution which reconcilies
performance and simplicity. With the on-line externalized service
Archi.SPAMFILTER you don not have to care about difficulties due to PSAM. Our
solution avoids heavy and expensive investments cause SPAM fight task is
delegated and surrounded to professionals that gurarantee the quality and the
availability of the service.

Undesired e-mails are refused even before they arrive on your e-mail server and
thus do not block either your network or yhe network performances. Security in
another advantage as the solution effectively fights attacks of denial of service,
relaying and viruses.

ADVANTAGES ET BENEFITS

Archi.SPAMFILTER requires no modification of architecture and no downlaoding
or installation of software onto your IT environment. Archi.SPAMFILTER is a
gateway thus Archi.SPAMFILTER is directly integrated onto your computer
landscape. A single modification of DNS entries is necessary so that e-mail are
sent to Archi.SPAMFILTER servers and then forwarded after analysis towards
your email server.

ARCHI.SPAMFILTER

y

Your hosted or
local mail server

i1

’f
TTW A

0

\ EMAIL

ARCHLNET ~
{l/"ff_#___,/

Archi.Net contractually commits to a level of quality and results by a Service
Level Agreement (SLA) guarantying a low rate of spams and « false-positives.
These legitime message considered as spam.

ARCHT . SPAMFILTER

Based on a standard messaging protocol, Archi.SPAMFILTER is compiant with
your e-mail server. Archi.SPAMFILTER is built on a redundant architecture which
confers a very high availability thus ensuring a permanent accessibilityof your e-
mails. Moreover, il youe mail server is available duringa lapse of time, your email
will be temporarily stored on our Archi.SPAMFILTER servers until your restored
service.
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: Stops spams before
they arrive on your e-mail
server. The level of quality
and results are
guaranteed by a SLA.

: Takes less than one hour
to implement. Requires no
hardware or software
installation. Solution ready
to go, self sufficient and
providing continued
upgrades.

: Eases network
traffic and improves e-
mail server load.

: Several redundant
Archi.SPAMFILTER
servers, supervised
24hours a day.

Protect your e-mail
server from the outside
against spams, viruses,
denial of service attacks
and relay.

: Uses the most recent
technologies, combining
standardd processes and
on-the-fly analysis
methods.

: Independent from
your e-mail server.

Designed to
detect spams in different
languages.
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DESIGN & WORKING PRINCIPLES

Archi.SPAMFILTER is a leading edge solution conceived to reduce to the
maximum the rate of false-positives. The strengh of Archi.SPMAFILTER lies in a
sensible combinayion of the most recent technics in psam detection and analysis
of messages within the SNMP transaction itself.

Archi.SPAMFILTER Use an extremly advanced method of e-mail scoring based
on numerous analysis technics : rbl, heuristic analysis, bayesian method,
database of spams, URL validation, recording of DNS, automatic Whitelists. This
analysis is performed during the transaction in which messages reach
Archi.SPAMFILTER servers. Thus allowing the right action based on the result of
the analysis itself. Depending on the scoring the messages wil be accepted,
refused temporarily (Greylists), rejected permanently or rejected with session
holding (Teergrubing). The interest of this technology is that gurantee a
protection against spams as well as acting spammers and managing false-
positives.

Administration interface enables you to control how message are filtered and
what actions should be implemented when a spam or a virus is detected. You
can add your own filters and show your reports and logs of analysis.

Functionalites :

e  Antispam : Archi.SPAMFILTER vstops the undesired electronic messages
before they reach your e-mail server and the employee’s boxes.
Archi.SPAMFILTER fights the false positive and assures a rate close to
zero ;

e  Antivirus : Archi.SPAMFILTER integrate two antivirus software which
works in addition to the antispam filter thus stopping the viruses
transferred via e-mails (note that viruses are more and more spread using
spam technic) ;

e Antirelay : Archi.SPAMFILTER fights the relaying to avoid for your server
to be used by a third party to send illicit mails. This fraudulent use of the
server generates a problem of availability and quality of service for the
compagny which gets her identity was usurpted. The relaying engages
the responsability of your compagny ;

e  Denial of service : Your servers are not directly visible any more on the
internet but are accessible throught Archi.SPAMFILTER, thus they are not
subject to attacks by denial of service technics ;

IN ORDER TO APPRECIATE ARCHI.SPAMFILTER'S QUALITY, WE PROPOSE A FREE OF CHARGE 15

DAYS OF FULL TRIAL PERIODE !

Libre et productif.
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